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Abstract: In these days, information sharing as a crucial part appears m our vision, bringing about a bulk of
discussions about methods and techniques of privacy preserving for data mining which are regarded as strong
guarantee to avoid information disclosure and protect individuals’ privacy. k-anonymity has been proposed
for privacy preserving for data mining and publishing which can prevent linkage attacks by the means of
anonymity operation such as generalization and suppression. Manyanonymity algorithms have been utilized
for achieving k-anonymity. Here, there is need to discover the relationships between the quasi identifier and
other attributes that lead to disclosure the sensitive information. The main goal of this study is to discover the
attributes with high variance which lead to disclosure the sensitive information to apply anonymity method on
them. While the attributes with low varance, they can consider as quasi-identifier. This study proposed a
technique based on transfer the conceptualization of the data base table into another domain which maintains
the privacy and reduces the loss of information by decomposing the table using the Singular Value
Decomposition (SVD) and revealing latent semantic relationships among attributes in the semantic space using
Latent Semantic Analysis (LSA). This techruque 1s the mnovative in term of preventing more smart attack which

tries to build linkages and binding across distributed data bases over the cloud.
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INTRODUCTION

In recent years, cloud computing has become as a
very popular paradigm for hosting and delivering services
over the internet. Cloud computing is a model for allowing
convenient on-demand network access to a shared pool
of configurable computing resources (e.g., networks,
servers, storage, applications and services) that cen be
rapidly provisioned and released with mimmal
management effort or service provider interaction
(Yang and Ma, 2013).

Due to the emerging of cloud based computation
systems, large number of organizations starts their
migration to that environment where information systems
are built based on ready to go services provided over the
cloud which reduces the cost and increase the reliability
of these systems. Data mining tools are one of the
significant services offered over the cloud which carry the
knowledge and experience to reveal information from the
data published by organizations; this has introduced new
risk factor due to the exposing private data over the cloud
(Xu et al, 2014). Data mining is a set of automated

techniques used to extract hidden or buried mformation
from large databases. In recent years, several successful
applications 1n data mimng have been reported from
varied sectors such as marketing, fmance, medical
diagnosis, banking, manufacturing and telecommunication
(Weiss, 2009). The benefits of using data mining tools can
reveal invaluable knowledge that was unknown to the
data holder before hand. The extracted lnowledge
patterns can provide insight to the data holders as well as
be mvaluable mn tasks such as decision making and
strategic business plamung (Wu, 2004). But, at the
sametime, serious concerns have grown over individual
privacy in data collection, processing and mining
(Tain et al., 2013a, b).

Data privacy is the main concern of orgamzations
which publish data over the cloud, thus, a lot of efforts
have been targeting this issue and many generalization
and suppression techmiques have been mtroduced. The
comparison between the performance of data mining
methodologies in discovering and retrieving knowledge
from a repository of data and the privacy of this data
stored within the repository 1s the starting point in
investigating privacy in cloud computing applications
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(Fung et al., 2010). Mining data is crucial to retrieve
knowledge from data and discover patterns to connect
correlated profiles (Han et al., 2012); this can be lughly
observed in the facebook and other social applications
where people are introduced to each other based on
mining their profiles. Linking attack is used to bind
general information to the sensitive information and
eventually violate the privacy; this attack mainly works on
quasi-identifier from two or more data table (Pan and
Chen, 2012).

k-anonymityis the most common approach in privacy
preservation and the most effective defend agamst linking
attack where data variables with specific attributes (i.e.,
quasi-identifiers) are published. Quasi-identifiers are
variables that carry potential information and at the same
time do not refer to the sensitive information embedded
with the table. k-anonymity (i.e., where k is an integer) is
the approach that published record is anonymous with k-1
other records. Basically, three types of variables are there
in a dataset table as it 1s presented n the Table 1 where
quasi-identifier is the variable that can be published over
the cloud if the condition of k-anonymity is maintained.

More advanced categorization for the attributes of a
Table 1 1s presented by Xu ef al. (2014) where attributes
are divided mto four categories:

*  Identifier can umquely represent an ndividual

*  Quasi-identifiers 1s a specific sequence of attributes
in the table that malicious attackers can take
advantage of these attributes to break the privacy by
correlating released dataset with other dataset that
has been already acquired

¢ Non-quasi attributes have less effect on data
processing

*  Sensitive attribute are the private information which
it should be kept private and not reached by the
mimng tools

Anyway, three types of linkage attack are observed
which are: record linkage, attribute linkage and table
linkage; these aftacks will be presented in the research
and methodologies of defense are also presented
(Sweeney, 2002).

Table 1: Types of attributes

Quasi-identifier
Key attribute Sensitive attribute
narmes DOB Gender Zip code  Disease
Andre 1/21/76 Male 53715 Heart disease
Beth 4/13/86 Female 53715 Hepatitis
Carol 2/28/76 Male 53715 Bronchitis
Dan 1/21/76 Male 53715 Broken arm
Ellen 4/13/86 Female 53715 Fha
Eric 2/28/76 Female 53715 Hang nail

LITERATURE REVIEW

Privacy preservation on data in cloud based
anonymity method has been extensively investigated and
rich gain has been made by research commumnities.

A new approach for anonymizing data in a way that
fulfils data publishers’” utility demand and afford low
information loss have been designed by Loukides and
Gkoulalas-Divanis (2012). They presented an accurate
information loss measure and an efficient anonymization
algorithm that discovers a huge part of the problem space.
Presented expanded meanings of k-anonymity and used
them to confirm that a assumed data miming model does
not disclosure the k-anonymity of the mdividuals
represented in the learning examples. Ther expansion
offers a tool that measures the volume of anonymity
reserved during data mining. They presented that their
model could be used to different data mimng problems
such as classification association rule mining and
clustering.

k-anonymity could be joined with data mining for
preserving the individuality of the respondents to whom
the data being extracted mention. Have defined the
possible risks to k-anonymity that could rise from
implementing mining on a collection of data and
considered two main approaches to combine k- anonymity
in data miming. They have also presented various
methods that can be used to detect k-anonymity
violations and thus remove them m association rule
mining and classification mining (He et al, 2012).
Proposed an algorithm which is based on clustering to
produce a utility-friendly anonymized version of micro
data. Their extensive performance study showed that their
methods outperform the non-homogeneous technique
where the size of QI-attribute is >3. They proposed a
clustering-based k-Anonymity algorithm which achieves
k-anonymity through clustering. Wide experiments on
actual data sets are also directed, viewing that the utility
has enhanced by their approach (Scodejani ef al., 2012).
Employed a version of the chase, called standard chase
which put some restrictions on the dependencies and
constrains such as being positive and conjunctive.
Investigating the applicability of other versions of the
chase in the method can be studied further. The
anonymity principle of their method has some similarities
to the L-diversity privacy model. Investigating other
privacy models such as t-closeness, provide a stronger
privacy model for the proposed method which can be
valuable.

A new definition of k-anonymity for personal
sequential data which provides an effective privacy
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protection model is introduced and a method that
transforms sequential datasets inte a k-anonymous
form is presented while preserving the utility of data
with reference to a varety of analytical properties
(Monreale et al, 2014). Through, a wide set of
experiments with various real-life sequential datasets, they
demonstrated that the suggested method substantially
protect consecutive pattern mining results both in terms
of number of mined patterns and their support; results are
extremely interesting in the case of dense datasets
(Cacheda et al., 2011) have discovered the weaknesses of
many algorithms in mining information from user side
view. They have also assured that SVD-based techniques
have good results compare to other methods. Clustering
and classification algorithms are considered a very
significant part in providing low-power and low sampling
rate wireless ECG systems by Balouchestani et al. (2014).
They proved that clustering and classification sufer from
drawbacks which are mcluding that they coudnt be ready
in real time and also they need higher computational
costs. These disadvantages have motivated them to
improve new enhanced clustering algorithm based on
K-Smgular Value Decomposition (K-SVD) approach. Their
proposed algorithm is better than existing algorithms by
attaining a classification accuracy of 99.3% (Jain et al.,
2013a) explamed the matrix decomposition is considered
big part in privacy preserving in data mining decision tree.
They suggested approach that contents the utility based
anonymization code that vital information is endangered
from bemng suppressed. Similarly, weights assumed to
attributes recover clustering and give the aptitude to
control the generalization’s depth. In their proposed
algorithm, aftributes are grouped according to their
distance difference similarity by clustering the data set
using decision tree classification.  Their proposed
algorithm satisfies the utility based anonymization
principle that crucial information is protected from being
suppressed. But, their algorithm is limited to only
clagsification and clustering algorithms. clustering
algorithm which 13 one of the data mining algorithms and
it is the procedure of grouping a set of data objects into
numerous groups or clusters so as to objects within a
cluster have high similarity but are very dissimilar to
objects in other clusters.

Compare our work to previous works, it 1s used SVD
to discover the attributes with high variance to apply the
anonymity method on them while the attributes with low
variance can publish as quasi identifier. This technique
offers a good trade-off between privacy and utility of
data. Moreover, it reduces dimensions space as well as 1t

20

is able to discover dependence relationships between the
structures of dataset, so it makes easy to deal with big
data. Despite the fact that SVD comes out with
dimensionality reduction, there is another beneficial
outcome which is knowledge condensing vectors; this is
the vector that results on maximum knowledge about the
records. In data mining application, the mnitial matrix s an
array of objects and attributes. The number of rows, n of
the matrix is typically very large in the range. The number
of columns, m 1is also largel 0-10. However, this 1s large
enough for many of the difficulties of working n high
dimension to play a significant role.

CHALLENGES IN PREVIOUS PRIVACY
PRESERVATION TECHNIQUES

As mentioned in related research there are many
challenges  that the
methodologies of privacy preservation for data published

are facing conventional

for mining; this is due the huge expansion in mumber of
resources that contain information about the published
data (e.g., hospital patients might subscribed to social
sites like facebook or forums). It can be summarized in two
main points including:

Quasi-identifiers are masked through different
techmques (1.e., generalization and suppression) but smart
attacks still can reveal latent semantic relationshups for

quasi-identifiers with other published data bases. Let:

Repository {R;, Ry, ..., Rg} is a k-resources for information (.e.,
Repository could be Web which contains profiles firom Twitter, Facebook,
iCloud,... and others ).
Titote Fart, vara, vars=inte KEFAttributes(varl y4 Queasildentifiers(var2)
A Sensitivelntfo(vard)

Tk It Mapping( Quasildentitiers(X), Key Attributes(Y))
AProbability (function)<threshold
-PrivacyPreserveditable)

Fiate Prcwu PUblished(Repository, :)A8ize(Repository) =k
~Increased(Probability(function))

Adding records to the  published
quasi-identifiers adds more potential for having latent
semantic relationships among table attributes where
attributes are connected through the key attributes in the

latent semantic space.

more

DISCOVERING AND MASKING
QUASI-IDENTIFIER

In this study, an mnovative techmque to discover
Quasi-identifiers 15 presented where the table 1s
decomposed into three matrices (UXVT). Fach matrix
characterizes the original matrix without a direct
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identification to the contents. Thus, database tables are
represented by attributes they contain. Table attribute is
conceptualized as the projection of humean interpretation
to domain semantic; this is very crucial in smart attack
where attacker can reveal the latent relationship among
quasi-identifiers and other published tables.

Suppose T a table of {A, A,, ..., A} then it can be
expressed this table in term of semantic using the
following equaiotn:

M
T=YAJ (1
i=1
Where:
T = Atable
A; = The ith attribute composing that table
v, = The semantic meaning of the attribute

Let, quasi be a set {A,, A, ..., A} suchthat cT, then
1t can be expressed quasi using the following equation:

quasi = iAl.\T*j 2
im1

where, quasi 1s the quasi-identifier semantic domain for

table (T), A, is the jth quasi-identifier within the table and v,

1s the semantic umt vector. Anyway, quasi-identifiers are

a subset of the origmal table (1e., database table) as
following equation:

quasicT (3)

Now, a technique has to study the variance resultant

due changes n quasi-identifiers over the entire table; this

is dene by using the awesome statistical tool of SVD

through which a table T is represented as following

equation:

ol
T=UzV" =Y ouv 4)
1=1

)

_ T T T T
— T =0ouyv, to,uv, touy, +,.. ., +to,u v,

0, is the variance and it is equal to &, Y is a
diagonal matrix of 0, and reflects the variance of the latent
semantic m attributes domain (1.e., table attributes include
quasi, key-attributes and sensitive information) and the
semantic in the record domain (i.e., the combination of
attributes composing each row of the table). Despite the
fact that SVD comes out with dimensionality reduction,
there 1s another beneficial outcome which 13 knowledge
condensing vectors; this is the vector that results on
maximum knowledge about the records. In data mining
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application, the initial matrix is an array of objects and
attributes. The number of rows, n of the matrix is typically
very large in the range 10°-10°. The number of columns, m
is also large 10-10°. However, this is large enough for
many of the difficulties of working in high dimension to
play a significant role.

DATASET DESCRIPTION

The present study is based on bank direct marketing
data set which 1s collected from different web sources of
the Umniversity of Califormia at Irvine (UCI) Machine
Learning Repository. The data set is used to implement
and estimate the performances of proposed approach for
privacy preserving data mining using anonymization
technique. This data set have been collected and arranged
by Moro et al. (2011) and also utilized by Elsalamony
(2014). The data is associated to different marketing
campaigns of a Portuguese banking mstitution based on
phone calls. Regularly, more than one contact has
required with one client in order to analyse if the product
(bank term deposit) has been (or not) subscribed. There
are two types of datasets:

¢ Bank-full.csv with all examples, ordered by date (from
May 2008 to November 2010)

¢ Bank.csv with 10% of the examples (4521), randomly
selected from bank-full.csv

The bank direct marketing data set includes (300)
number of data samples with 17 attributes without any
missing values (Asuncion and Newman, 2007). The
properties of data set are comprised of two different
kinds: nominal and numeral attributes as given in Table 2.

Table 2: Attributes description

Attributes  Kind of attributes  Attributes design

Age MNumerical MNumerical

Job Categorical Admin, unknown, unemployed,
management, house main, entrepreneur,
student, blue collar, self employed, retired,
technician, services

Marital Categorical Married, divorced (widowed), single

Education Categorical Unknown, secondary, primary, tertiary

Default BRinary Yes, No

Balance  Numeric Numeric

Housing  Binary Yes, No

Loan Binary Yes, No.

Contact Categorical Unknown, telephone, cellular

Day MNumeric Numeric

Month Categorical 0-12

Duration  Numeric Numeric

Campaign Nurneric Numeric

Pdays MNumeric Contacted, numeric

Pervious  Numeric Numeric

Poutcome Categorical Unknown, failure, success, other

Qutput Binary Yes, No
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Three types of attributes are depicted in Table 2 such
as numerical (which includes age, balance, day, duration,
campaign, pdays and previous), categorical (consists of
job, marital, education, contact, month, poutcome) and
binary categories which includes the attributes as yes or
no in their classes (for example default, housing, loan,
output) (Elsalamony, 2014).

PRIVACY PRESERVING
BASED SVD MODEL

A privacy preserving technique for data mining
for distributed datasets on cloud computing which
has been designed as levels. Moreover, the description
mcludes demonstration of the effect and the mteraction
between the levels. In the first level, the datasets are
analyzed to discover depth relationships among
attributes (key attributes, quasi-identifier and sensitive
attributes) composing the dataset and to discover the
variance of attributes in dataset due the change in
quasi-identifier that lead to disclosure the sensitive
mnformation. To discover the variance resultant due
changes in quasi-identifier in the dataset, SVD and
LSA Methods are applied. This level 1s adopted by
the owner of data sets or honest third party. In second
level, after classification these attributes depending
on the variance between these attributes m level one.
The attributes that have lowest variance is the highest

Table 3: Coding scheme

candidate to be a quasi-identifier. While the attributes that
have highest variance, they should be anonymized. These
attributes of highest variance and sensitive attributes

are anonymized based on enhancing of k-Anonymity
Method.

Attributes variance in dataset: As mentioned above, the
data set is prepared for analysing. The study applied the
pseudo code to apply SVD.

Coding scheme: The data set is depended in this study
are described in dataset description, it is the bank dataset.
To start mining data for the bank dataset, coding scheme
15 needed to translate string values to scalar as the
following as shown in Table 3 and 4.

Result analyses: In order find the variance between the
above attributes, it 13 needed to analyse the data set. SVD
is used to decompose and to detect the variance of these
attributes. SVD is used to study the effect of every one of
these attributes on other attributes. Figure 1 is shown the
analysis of first 100 attributes vectors.

From this Fig. 1, it is obvious that ‘loan’ and “contact’
are having the less variance in the first 100 attribute
vectors within the dataset. Thus, they are highly
nominated to be the quasi-identifier for the table but with
minimum valuable mformation gained when mimng this
table. The same result was achieved even for 300 attribute
vectors as shown in Fig. 2.

1 m Values

1 Age Neurmeric

2 job Admin: 0, unknown: 1, unemployed: 2, management: 3, housemain: 4, entrepreneur: 5, student: 6, blueCollar: 7,
selfEmployed: 8, retired: 9, technician: 10, services: 11

3 Marital Married: 0, divorced (widowed): 1, single: 2

4 Education Unknown: 0, secondary: 1, primary: 2, tertiary: 3

5 Default Yes: 0, no: 1

6 Balance Numeric

7 Housing loan Yes: 1, no: 0

8 Personal loan Yes: 1, no: 0

9 Contact Unknown: 0, telephone: 1, cellular: 2

10 Day Numeric

11 Month 0-12

12 Duration Numeric

13 Campaign Nurmeric

14 pDays -1: not contacted, numeric

15 previous Nurmeric

16 poutcome Unknown: 0, failure: 1, success: 2, other: 3

17 Subscribed Yes: 1, No: 0

Table 4: Examples on coding scheme for attributes” vectors

Attribute vector

Coding

th b b — [

30;"unemployed”;"married";"primary";"no"; 1 787;"no";"no™; "cellular”; 1 9" oct”; 79, 1;-1;0; "unknown""; "no”
33;"services"; "married";"secondary"; "no"; 4789, "yes"; "yes"; "cellular"; 11; "may"; 220; 1,3 39;4;"failure"; "no"
35;"management";"single”;"tertiary ";"no; 1330; "yes";"no™;" cellular; 16; "apr'; 185;1;330; 1;" failure"; " no"
30;"management"; "married";"tertiary"; "no"; 1476;"yes";"yes";"unknown"; 3;"jun”;199;4;-1; 0;"unknown"; "no"
59, "blue-collar;"married";"secondary”;"no";0;"y es";no”;"unknown"; 5; "may"; 226; 1;- 1, 0;"unknown"; "'no"

30,2,0,2,1,1787,0,0,2,19,10,79,1,-1,0,0,0
33,11,0,1,1,4789,1,1,2,11,5,220,1,339.4,1,0
35,3,2,3,1,1350,1,0,2,16.4,185,1,330,1,1,0
30,3,0,3,1,1476,1,1,0,3,1,199,4,-1,0,0,0
59,7,0,1,1,0,1,0,0,5,5,226.1,-1,0,0,0
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Fig. 1: Analyses of first 100 attribute vector
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Fig. 2: Analysis for the 300 attribute vector within the dataset

CONTRIBUTION AND FUTURE WORK relationships  among quasi-identifiers

In this study, an immovative approach of data

analysis

18

mtroduced to capture

semantic latent

32

attributes; this approach goes beyond the traditional
methodologies that have been exploited to discover
quasi-identifiers which preserve the anonymity for certain
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database. Database tables nowadays hold an intensive
amount of semantic especially with the advent of the
cloud repositories; hence, the traditional methodologies
are not enough to preserve the privacy of the published
data bases where linkage attacks can reduce the
anonymity factor by binding quasi-identifier of the
published data with other related data base tables that
have a correlation with the quasi-identifier in the semantic
space. Our research, discover depth relationships among
attributes composing the table and later on the variance
in data table due the change in quasi-identifiers to asses
assess the generalization or suppression methodology
used to establish the k-anonymity in that table. In the
future research, we will preserve privacy by developing
k-anonymity.

CONCLUSION

The aim of this study to transfer the

conceptualization of the data base table into another

18

domain which maintains the privacy and reduces the loss
of information. Basically, the idea is to decompose the
table using the Singular Value Decomposition (SVD) into
key-attribute and sensitive information as an orthogonal
matrix; this in a side and represent the quasi-identifiers as
another orthogonal matrix in the other hand. SVD will
handle the mapping between these two matrices. Latent
Semantic Analysis (LSA) will reveal latent semantic
relationships among attributes m the semantic space
(Landauer et al., 1998); this techmque 1s immovative in
term of preventing more smart attack which tries to build
linkages and binding across distributed data bases over
the cloud. The main goal of this study 1s to discover the
attributes with high variance which lead to disclosure the
sensitive information to be anonymities. While the
attributes with low variance, they can consider as quasi
identifier.
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