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Abstract: In this study, a new model named: Random Pulling Model (RPM) 1s presented as an alternative feature
extraction algorithm for use in automatic face recognition/authentication tasks. We show that the promising
RPM algorithm extracts from faces features that are relevant and efficient for authentication. The feasibility of
the RPM method has been successfully tested on face authentication using 2360 XM2VTS frontal face images
corresponding to 295 subjects, which were acquired under variable illummation and facial expressions.
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INTRODUCTION
Face authentication has gained considerable
attention these last years, through the mcreasing need for
access verification systems using several modalities
(voice, face image, fingerprints, pin codes, etc.). Such
systems are used for the verification of a user's identity
on the Net, when using a bank automaton, when entering
a secured building, etc!™. Face authentication is different
from face recogniticn (or classification)!*

»  face authentication system should decide itself if a
test face 1s assigned to a client (1.e., one who claims
his/her own identity) or to an impostor (i.e., one who
pretends to be some one else)

. face recognition system usually assists a human
expert to determine the identity of a test face by
computing all similarity scores between the test-
face and each human face stored in the system
database and by ranking them. Although RPM
(Random Pulling Model) could be beneficial both
for face authentication and recognition, we will
concentrate on the first in this study.

In face authentication, as i most inage processing
problems, features are extracted from the images before
processing. Working with rough images is not efficient: in
face authentication, several images of a single person may
be dramatically different, because of changes n
viewpoint, in colour and illumination, or simply because
the person's face looks different from day to day.
Therefore extracting relevant features, or discriminant

ones, 1s a must. Nevertheless, one hardly knows in
advance which possible features will be discriminant or
not. For this reason, one of the methods often used to
extract features in face authentication 13 PCA (Principal
Component Analysis)®”. In this study, we show how the
promising RPM (Random Pulling Model) technique
extracts features that are more closely related to our
intuition of discnmimnant information and that improve the
success rate compared to an equivalent system using
PCA.
FACE AUTHENTICATION

Face authentication systems typically compare a
feature vector X extracted from the face image to verify
with a client template, consisting m similar feature vectors
Y, extracted from mmages of the claimed person stored mn a
database (1 <1<p, where p 1s the number of images of this
person in the learning set). The matching may be made in
different ways, one being to take the Euclidean distance
between vectors (this method will be taken as an example
here). If the distance between X and Y, 1s lower than a
threshold, the face from which X is extracted will be
deemed to correspond with the face from which Y, is
extracted. Choosing the best threshold is an important
part of the problem: a too small threshold will lead to a
high False Rejection Rate (FRR), while a too high one will
lead to a high False Acceptance Rate (FAR); FRR and
FAR are defined as the proportion of feature vectors
extracted from images i a evaluation set being wrongly
classified, respectively wrongly authentified and wrongly
rejected" 1. The evaluation and test sets must be
independent (though with faces of the same people) from
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the learning set, in order to get obj ective results. One way
of sefting the threshold is to choose the one leading to
equal FRR and FAR. If the a priori probabilities of having
false acceptances (impostors) and false rejections are
equal, this corresponds to the minimization of the number
of wrong decisions, as a result of Bayes' law. Other criteria
could be considered, such as using individual thresholds
for each person in the database; again, as our goal is to
measure the advantages of RPM by report to PCA feature
extraction, we will not investigate other ways of fixing
thresholds and use the global threshold leading to
FRR = FAR in the remaining of this study.

FEATURE EXTRACTION

Taking decisions on rough images has been shownF!
to be dramatically sensitive to illumination conditions,
viewpoints, expression and day-to-day differences in a
face of the same person, to the point that two very similar
(to the human eye) images could be extremely different if
compared pixel by pixel. It is therefore necessary to extract
relevant, discriminant features from the images and to
compare the features instead of the rough images. Of
course, the more discriminant are the features, the easier
will be the subsequent authentication.

Face recognition/authentication depends heavily
on the particular choice of features used by the
classifier 1'%,

The random pulling model: In this approach, an image A;
with two dimensions of a face is transformed into a
vector X, of dimension {nxm), by connecting the lines
{or columns) where n and m are respectively the numbers
of lines and columns of the image A; Once vector X; is
formed we call upon a random pulling of d points among
the set of the points of the vector X; while keeping the
drawn positions of the points in order to use those
for all later random pulling. The d points drawn for
each vector image form a vector Y. The vector Y, is
employed thereafter like a representation (feature) of the
faceimage A,

Similarity measures and classification rule for RPM
feature: The Random Claszifier (RC) applies the RPM
method on the (lower dimensional) augmented feature
vector X; When an image iz presented to the RC
clagsifier, the high dimensionality feature vector X, of
the image iz first formed and the lower dimensional
feature, Y, is derived by using the procedure.

The zimilarity measures used in these experiments
to evaluate the efficiency of different representation
and authentication methods include L1 distance
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measure, d;; and cosine similarity measure, &_,, which are
defined as follows:

5, (,3) = 2 - @

<y @

5. (x,y)=——¥
eos ) = Ty

where | |.|| denotes the norm operator.

Two parameters must be determined in the method:
d and the threshold used for the authentication
procedure. For each value of d, the threshold iz fixed to
have FAR= FRR; dis chogen to minimize this error rate.
Finally, the performances of the method (including the
threshold value) are measured on an independent test set
{on thiz set, FAR will not be necessarily equal to FRR).

RESULTS AND DISCUSSION

These experiments were performed on frontal face
images from the XM2VTS database’ The XM2VTS
database is a multimodal database consisting of face
images, video sequences and speech recordings taken of
295 subjects, four taken over a period of four months.
This database is available at the cost of distribution from
the University of Surrey!™. The database is primarily
intended for research and development of personal
identity verification systems where it is reasonable to
agsume that the client will be cooperative. Since the data
acquisition was distributed over a long period of time,
significant variability of appearance of clients, e.g
changes of hair style, facial hair, shape and presence or
absence of glasses, is present in the recordings (Fig. 1).

The subjects were volunteers, mainly employees and
PhD students at the University of Surrey of both sexes
and many ethnical origins. The XM2VTS database
contains 4 sessions. During each session two head
rotation and speaking shots were taken. From the
speaking shot, where subjects are looking just below the
camera while reading a phonetically balanced sentence, a
single image with a closed mouth was chosen. Two shots

Fig. 1: Sample images from XM2VTS database
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Session  Shot Clients Impostors
1 1 Training
_____:___2 Evaluation
21 z Training
| .
————d— Evaluation Evauation Test
51 T Tramning
_: 2 Evaluation
mmmmdeman —
4 : 2 =3

Fig 2: XM2VTS database with Lausanne protocol
configuration I

at each session, with and without glasses, were acquired
for people regularly wearing glasses.

For the task of personal verification, a standard
protocol for performance assessment has been defined.
The so called Lausanne protocol splits randomly all
subjects into a client and impostor groups™. The dient
group contains 200 subjects; the impostor group is
divided into 25 evaluation impostors and 70 test
impostors. Eight images from 4 sessions are used.

From these sets consisting of face images, fraining,
evaluation and test sets are built. There exist two
configurations that differ by a selection of particular shots
of people into the training, evaluation and test sets. The
training set is used to construct client models. The
evaluation set is selected to produce client and impostor
access scores, which are used to find a threshold that
determines if a person is accepted or not (it can be a
client-specific threshold or global threshold). According
to the Lausanne protocol the threshold is set to safizfy
cerfain performance levels (error rates) on the evaluation
get. Finally the test set iz selected to simulate realistic
authentication tests where impostor*s identity is unknown
to the system.

The performance measures of a verification system
are the False Acceptance Rate (FAR) and the False
Rejection Rate (FRR). False acceptance is the case where
an impostor, claiming the identity of a client, iz accepted.
Falsze rejection is the case where a client, claiming his true
identity, isrejected. FAR and FRR are given by:

FAR = EI/Im*100%, FRR =EC/Cl*100% 3)

where EI is the number of impostor acceptances, Im
is the number of impostor claims, EC the number of client
rejections and Cl the number of client claims. Both FAR
and an FRR are influenced by an acceptance threshold
To simulate real application the threshold is set on the
data from evaluation set to obtain certain false acceptance
on the evaluation set (FAR) and false rejection error
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Table 1. Photos distnibution in the various sets

Set Clients Impogtor
Traiming G00(3 by subject ) 0

Evaluation 600{3 by subject) 200(3 by subject)
Test 400(2 by subject) 400(3 by subject)

-
\. o |
(a) (b)

Fig. 3: a) Original image, b) Image after Cutting and
down-sampling.

(FRR). The same threshold iz afterwards applied to the
test data and FAR and FRR on the test set are computed.

In these experiments we chose the distribution of the
images in the various sets according to the configuration
described by the Fig. 2. The sizes of the various sets are
included Table 1.

By looking at the images we clearly note the
appearance of characteristics not desired on the level of
the neck, like the collars of shirt, the sports shirts, etc. In
addition, the hair iz also a characterizstic changing during
the time {change of cuf, colour, baldness...). The
background appears on the images; it iz used for nothing
and inflates the size of the data unnecessarily. Finally the
ears cause also a problem. Indeed, if the person presents
herself slightly differently in front of the camera (rotation),
we can see only one ear. This is why we decided to cut
the image vertically and horizontally and to keep only one
window of size 132x120 centered on the face. This
window is automatically extracted from the frontal image
by a technique based on projections of gradients, similar
to that proposed by™. Then we pass the images by a 2x2
uniform filter to be able to carry out a decimation of
factor 2. What reduces by 4 the size of the cut out image.
The face image will pass thus from a dimension
256x256 = 65536 to a dimension 6660 = 3960 (after cutting
and decimation), as illustrated in Fig. 3.

Afterwards, we apply a photo-normalization. Thatis
to say that for each image, we withdraw from each pixel
the average value of those on the image and that we
divide those by their standard deviation. Finally we make
standardization. The photo-normalization acts on an
image whereas standardization acts on a group of images
(for each component, one withdraws the average of this
component for all the images and one divides by the
standard deviation).

For comparison purpose, we first implemented the
Eigenfaces method™ and the proposed method and
tested their performance using the face images as
illustrated in Fig. 4.
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Fig 4: Example XM2VTS images used in our experiments
{cropped to the size of 132x120 to extract the facial
region and filtered for down-sampled by two)

— PCA
- RPM

Fig. 5: Comparative face Authentication performance of
the PCA method and the RPM method using
distance measure

Note that the images are acquired during different
photo zeszions; they display both different lighting
conditions and facial expressions. Three images are
choszen from the eight images available for each subject
for training and three images are chosen for evaluation,
while the remaining images (unseen during ftraining
and evaluation) iz used for testing. In particular, the
above figure shows in the top two rows the examples of
training and evaluation respectively images used in
these experiments and in the bottom row the examples
of test images.

The equal error rate FAR=FRR obtained on the
evaluation et in face authentication performance of these
tow methods apply the distance measure (Fig. 5) and one
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Fig 6: Comparative face Authentication performance of
the PCA method and the RPM method using
distance measure

can see from the figure that the proposed method
performs better followed by the Eigenfaces method;, we
use a small number of features.

The equal error raite FAR=FRR obtained on the
evaluation set in face authentication performance of these
tow methods apply the L1 distance measure (Fig. 5) and
one can see from the figure that the RPM method
performs better than followed by the Eigenfaces method.

It has been found experimentally that using &_,
distance between feature vectors instead of the Euclidean
distance further improves the results(Fig. 6), therefore the
measurement of similarity by &, distance iz adapted
better than the Euclidian norm to data in great dimension.

In particular, the proposed method {(RPM) achieves
4.21% equal error rate on face authentication we
apply the cosine zimilarity measure on evalution set
using only 302 features.

Our approach (RPM) has a very =ignificant
advantage compared to the PCA. Although the PCA
appears equivalent to the RPM by using d_, as a distance
measure (Fig. 6). Thiz advantage of the RPM method
holds in the fact that the operation of training iz not
repeated when we modify the data base by introducing
other people (faces). Although in PCA method, we need

Tahle 2. RPM results for XMIVTS database with Lausanne protocol confiouration [

Test Set

Type of Method Evaluation St e e e e Dimension of
and distance FAR=FRR FAR FER (FAR+FRENZ featurevedar
PCA and 81 9.64 11.30 EN 10.52 157

RPM and & 7.07 713 875 7.94

PCA and 81 14.05 17.99 1175 14.37 500

RPM and &1 757 747 TS 7.61

PCA and G 4.67 6.54 4.75 5.65 250

RPM and &g 4.67 618 500 6.59

PCA and G 4.67 6.57 4.75 5.66 302

RPM and & . 4.21 5.80 550 5.54
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to repeat the training operation each time when we
mtroduce a person into the data base, because the
projection space changes.

Table 2 shows some results obtained, of RPM on
different sizes of feature vector. The used images are first
cut and filtered by a 2x2 uniform filter and down-sampled
by two. Finally we make a photo-normalisation and
standardization of these images. Tow matching distances
are presented: BEuclidean L1 and cosire (also called
normalized comrelation). The last column shows the
number of feature vector used.

CONCLUSIONS

We have introduced in this paper the new RPM
method for face authentication. The RPM method,
which is robust to variations in illumination and facial
expression of face mmages. The feasibility of the RPM
method has been successfully tested on face
authentication using a data set from the XM2VTS
database, which 18 a standard test bed for face
authentication technologies. Specifically we used
2360 frontal face images corresponding to 295 subjects,
which were acquired under variable i1llummation and
facial expressions. In particular, RPM method achieves
4.21% equal error rate on face authentication using
only 302 features apply the cesire similarity measure
(8., distance.

The advantage of our approach (RPM) holds in the
fact that the operation of traimng is not remade when we
modify the data base by adding other people (faces),
contrary to PCA method

Further work may consist in replacing the simple
decision system authentifying the faces through simple
distance comparisons between feature vectors, by a
multi-dimensional classifier (artificial neural network)
on the components of these vectors, or we propose the
use of mformation of color in an RPM approach for
various existing color spaces and to see which space
to choose. One can also propose the fusion of the
results of various spaces.
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